CepBUCHbIe MapLupyTU3aTopbl cepumn ESR

TexHUUyeckoe onucaHue .’_“ie LTGX

KomnneKkcHble peleHna ana nocTpoeHmna ceTei

— MapupyTtmMsauma AaHHbIX

— MHOronpoTokosibHas KoMmyTauua no metkam (MPLS)

— NoctpoeHue 3awmeHHoro nepumeTpa cetu (NAT, Firewall)

— MOHUTOPVIHT M NpegoTBpalLeHue cetesbix atak (IPS/IDS)

— MOHMTOPUHT KauecTBa 06cnyxmBaHusa (SLA)

— dunbTpayma ceTeBbiX AAaHHbIX NO PA3/IMYHbIM KPUTEPUAM
(BKNtOYaA GunbTPaLMIO NO NPUIOKEHUAM)

— OpraHu3auma 3alWMLLEHHbIX CeTEBbIX TYHHenel mexay
dunrnanamm KomnaHumii

—YaaneHHoe NogKAlOYEeHUE COTPYAHMUKOB K opucy

—YnpasneHue u pacnpeaeneHue WwWupuHbl MHTepHeT-KaHana
B opuce nocpeacrsom QoS

— OpraHu3auua pesepBHOro coeguHeHUs (npoBogHoe Uam
nocpegcreom 3G/LTE-moaema)

— TepMmuUHUPOBaHME KIMEHTOB U OFPaHUYEHUIA NO nonoce
nponycKkaHusa BRAS (IPoE)

CemeiicTBO mapLupyTusatopoB ESR — 3710 ycTpoincTBa, npeactasasaowme cobor YHMBEPCAbHYIO annapaTHyto naathopmy u
CNOCObHbIE BbINOMHATL LUMPOKMIA KPYT 33124, CBA3AHHbIX C CETEBOM 3aLUMTON, LUMPPOBAHMEM NepesaBaeMbIX AaHHbIX, TEPMUHM-
pOBaHMEM Mo/Mb30BaTeNeN U T.4. B MHelike npeactasieHbl MOAENWN, OPUEHTUPOBAHHBIE Ha NPUMEHEHUE B CETAX Pas/IMYHbIX
MacLUTaboB — OT ceTel NPeAnPUATUIA Pa3/IMYHOTro MacluTaba o ceTelt OnepaTopoB CBA3W U AaTa-LLEeHTPOB.

MpounsBogUTENbHOCTb

KntoueBbimu anemeHTammn cepum ESR aBnaloTCA cpeacTBa annapaTHOro YCKOpeHMa 06paboTKM AaHHbIX, NO3BOAsOWME
[0CTMYb BbICOKMX YPOBHEM NpoM3BoANTENbHOCTU. MporpamMmmMmHan 1 annapaTHaa obpaboTka pacnpeseneHbl MeXay y3namm
yCTpOWMCTBa.

PyHKUMOHANbHOE Ha3HaYeHue

— MacwTrabupyemoe pelleHue ANs PasanYHbIX 061acTeit NpUMeHeHus

— Mb6Koe KoHPUrypMpoBaHue CepBMCOB

— BO3MOXXHOCTb conpsixkeHuUs ¢ 06opyaoBaHMEM BeayLLMX NPOU3BOAMUTENE
— AnnapaTtHoe yckopeHue 06paboTKKM AaHHbIX

Cxema npumeHeHus

UHTepHeT

LleHTpanbHbI odpuc

ESR-1000/ESR-1700
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CepBUCHblE MapLUpyTU3aTopbl cepun ESR

DHELTEX

KomnnekcHble pelleHna gaa NoCTpoeHuA ceTem

TexHUueckue xapaKTepUCTUKKU

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 ESR-3100 ESR-1700

UHTepdeiicbl

Combo 10/100/1000BASE-T/

— 4 4 4 - 4
1000BASE-X SFP (LAN/WAN)
Ethernet 10/100/1000BASE-T
(LAN/WAN) 24 12 4 4 8
10GBASE-R SFP+/1000BASE-X SFP
WA 2 8 4 4 8 8
40GBASE-X QSFP+ (LAN/WAN) — — — 2 — —
Console (RJ-45) 1
00B - — 1 1 — 1
USB 2.0 2 2 2 2 — 2
USB 3.0 — — — — 2 —
Cnot gns SD-KapT 1 1 1 1 1 —
fpoussoAuTensHocTs 8,86 [6uT/c; 12,25 r6ut/c; 18,50 r6uT/c; 17 T6ut/c; 39 r6ut/c;
e A i e 730k nkt/c 1001k nKkT/C 1525k nKkt/c 1406k nkT/c 3217k nKt/c
(dperimbl 1518B)
Eif:\:Zﬁ?ﬂ:;m’;:c:f;;M3awM 419 M6uT/c; 585 M6uT/C; 881 M6UT/c; 1,07 T6ut/c; 2624 M6uT/C;
(bpeiimbl 70B) 708k nKTt/c 989k nKT/C 1489k nkTt/c 1808k nkt/c 4433k nKT/c
Ef::\gﬁ?ﬁg;’;‘;“‘:f“ma‘a » 4,06 6uT/c 5,58 6uT/c 8,39 r6ur/c 8,74 réut/c 24,5 [6ut/c
(IMIX) puipy 4 737K nKT/C 1012k nKkt/c 1525k nKt/c 1587k nKt/c 4457k nKT/C
MpoussoautenbHocTb IPsec VPN 2,34 rout/c; 2,98 revr/c; 4,66 Iéut/c; 1,94 out/c; 13 réur/c;
(dpeimbl 1456B) 201k nkt/c 256k nkT/c 400k nKt/c 166k nkt/c 1117k nKkt/c
MpoussoanuTenbHoOCTb IPsec 1,33 réut/c 1,74 T6ut/c 2,68 réut/c 970 M6wuTt/c 7,56 Téut/c
(IMIX) 251K nKT/C 327K nKT/C 502K nKT/c 181K nKT/C 1415k nKt/c
MpoussoautensHocTb IPS/IDS 600 M6uTt/c; 796 Mbut/c; 1,29 réut/c; 467 M6ut/c; 3,64 réut/c;
10k npaswun 129k nkt/c 171k nkt/c 280k nkt/c 107k nkt/c 797k nkt/c
Egﬂ‘:;ﬁg“;’;e&":&”b 9,71 16uT/c; 16,38T6ut/c; 16,72 [6uT/c; . .

yrau 800k nKTt/c 1349k nkt/c 1381k nkr/c

(dperimbl 1518B)

CucTteMHbIe XapaKTepUCTUKHU

Konunuectso VPN-TyHHenew 500

Cratuyeckune mapLupyTbl 11k

KonwlveCTBo KOHKYPEHTHbIX 512k

ceccui

Moppepkka VLAN 0o 4k aktmeHbIx VLAN B cooTBeTcTBUM € 802.1Q

KonnyectBo mapwpytos BGP 5M

KonnyectBo mapwpyTtos OSPF 500k

Konnyectso mapuwpytos RIP 10k

TabnuLa MAC-agpecos 16k 128k 128k 128k 2ksannceit Ha 128k
bpuakK

Pa3smep 6a3bl FIB 1,7M 1,7M 1,7M 1,7M 1,7M 3,0M

VRF 32

Habop ¢yHKLMI cooTBeTcTBYeT Bepcum M0 1.17.3
* By4eT usmepeHo nosaHee




CepBUCHbIe MapLupyTUu3aTopbl cepumn ESR

TexHUueckoe onucaHue

dusnueckune XapaKTepUucTtuku

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 ESR-3100 ESR-1700

SHELTEX

KomnneKcHble peleHna ana nocTpoeHna ceTel

dur3nyecKne XapaKTePUCTUKU U YCI0BUA OKPYXKaloLen cpeabl

MakcumanoHas notpebnsemas

75 BT 85 BT 125 Bt 128 Bt 123 Bt 250 Bt
MOLLHOCTb
MaKcUMMasibHbIM YPOBEHb LUYMA 58 nb 58 nb 70 nb 70 nb 70 nb 70 ob
176-264 B AC,
50-60 Iu;
100-240 B AC, 5060 I; 3 6;7283 )'(DC
MuTanue 36-72 B DC ho Ay
. WUCTOYHUKOB
[0 ABYX MCTOYHUKOB NMUTAHMA C BO3MOXKHOCTbIO ropaYveit 3ameHbl
NUTaHKA C
BO3MOKHOCTbIO
ropsyen 3ameHbl
NHTepBan paboumx Temnepatyp oT-10 go +45 °C
NHTepBan TemnepaTtypbl oT -40 70 +70 °C
XpaHeHuA
OTHOCUTENbHAA BAAXKHOCTb NpU He 6onee 80 %
3KcnayaTaumm
OTHOCUTEeNbHAA BNAXKHOCTb Npu oT 10 % 210 95 %
XpaHeHuUn
Fabaputbl (LLUXBXT, mm) 430x44x352 430x44x425 430x44x425 430x44%330 440x88%x490
Macca 3,6 Kr 5,5 Kr 7 Kr 7 Kr 4,34 kr 12 kr

CpoK cny»Kbbl

He meHee 15 net

Q)yH KUUOHaAbHble BO3MOXXHOCTHU

NopgKntouyaemble MHTepdEncobl
— USB 3G/4G/LTE-moaem (kpome ESR-1700)
—E1 TopGate SFP

Knmnentbl Remote Access VPN
— PPTP/PPPoE/L2TP/OpenVPN/IPsec XAUTH

Cepsep Remote Access VPN
— L2TP/PPTP/OpenVPN/IPsec XAUTH

Site-to-site VPN

— IPsec: pexkumbl «policy-based» n «route-based»

— DMVPN

— Anroputmbl wndposanua DES, 3DES, AES,
Blowfish, Camellia

— AyTeHTuduKauma coobuieHnii IKE MD5, SHA-1,
SHA-2

TyHHenupoBaHue
—IPoGRE, EoGRE
—IPIP

—L2TPv3

— LT (inter VRF routing)

Habop ¢yHKLMI cooTBeTcTBYET Bepcum M0 1.17.3

®yHKuum L2

— KommyTtauymsa naketos (bridging)

— STP, RSTP, MSTP 802.1D (Tonbko ESR-1000)

— Arperauma nHtepdericos LAG/LACP (802.3ad)

— Nopaep:xka VLAN (802.1Q)

— M3onauusa noptos (Port Isolation) (Tonbko ESR-1000,
ESR-1200, ESR-1500, ESR-1700)

— Private VLAN Edge (PVE) (Tonbko ESR-1000, ESR-
1200, ESR-1500, ESR-1700)

— Jlornyeckue nHtepdeicol

— LLDP, LLDP MED

— VLAN Ha ocHose MAC

®dyHKuum L3 (IPv4/IPv6)

— TpaHcnauma agpecos NAT, Static NAT, ALG

— CTaTnyeckune mapLipyTbl

— MpoTOKONbI AMHAMMYECKOM MapLpyTnsaumm RIPv2,
OSPFv2/v3, IS-IS, BGP

— ®unbrpaums mapwpyTtos (prefix list)

- VRF

— Policy Based Routing (PBR)

— BFD gna BGP, OSPF, ctaTyeckmx mapLupyTos




CepBUCHbIe MapLupyTU3aTopbl cepumn ESR
TexHuMueckoe onucaHue

BRAS (IPoE)’
— TepmuHauua nosib3oBaTenen
— benble/yepHble cnmckn URL

— KBoTMpoBaHue no 06bEmy TpadmKa, No BpemeHu

Ceccuu, No ceTeBbIM MPUNONKEHNUAM
— HTTP/HTTPS Proxy
— HTTP/HTTPS Redirect
— AKKayHTUHT ceccuii no npotokony Netflow
— B3anmogeiicTteume c cepsepamm AAA, PCRF

— YnpaBneHue Nnosocoi NponyckaHus no opmcam u

SSID, ceccnam nonb3oBaTenen

— AyTeHTUdMKauma nonb3osaTenen no MAC- uau IP-

agpecam

dyHKUMM ceTeBOM 3aLUTbI

— Cuctema obHapyKeHuMAa 1 npeaoTBpalLeHmn
BTOpPKeHuii (IPS/IDS)’

— B3anmogeiicTeue c Eltex Distribution Manager
ANA NONYYEeHUA NMUEH3UPYEMOTO KOHTEHTA —
Habopbl NpaBu, npegocTtaBasemble Kaspersky
SafeStream II'

— Web-¢unbrpaumsa no URL, no cogeprmumomy
(cookies, ActiveX, JavaScript)

— Zone-based Firewall

— dunbtpauma Ha 6ase L2/L3/L4-nonent 1 no
NPUNOXKEHUAM

— MNopaeps<Ka cnUckos KoHTponsa aoctyna (ACL) Ha
6ase L2/L3/L4-nonem

— 3awwmra ot DoS/DDoS-aTaK 1 onoseweHne 06
aTakax

— JlornpoBaHue cobbITUIA aTaK, cobbITUI
cpabaTbiBaHWA NPaBUA

KauectBo ob6cnyxxmusanusa (QoS)

— [10 8 NPUOPUTETHBIX UM B3BELLAHHbIX OYepeseit
Ha nopT

—L2- n L3-npuoputnsauma tpaduka (802.1p (cos),
DSCP, IP Precedence (tos))

— MpepoTBpalleHne neperpy3kn ovyepeaen RED,
GRED

— CpeacTtBa NnepeMapKMpoBaHMA NPUOPUTETOB

— NpumeHeHne nonntuk (policy-map)

— YnpasneHue nonocow nponyckaHus (shaping)

— UNepapxunyeckunin QoS

— MapKnpoBKa ceccui

YnpasneHue IP-agpecauumeii (IPv4/IPv6)
— Cratnyeckue IP-agpeca

— DHCP-knmeHT

— DHCP Relay Option 82

Habop ¢yHKLMI cooTBeTcTBYeT Bepcum M0 1.17.3
T AKTUMBMpPYeETCA NULEH3MEN

SHELTEX

KomnneKcHble pelweHna Ana nocTpoeHna ceTel

QOyHKUMOHaAbHbIE BO3MOXHOCTU (MPOAO/NKEHUE)

— BcTpoeHHbilt cepsep DHCP, noagaep»kKa onuunit 43,
60, 61, 150

— DNS resolver

—IP unnumbered

CpepcTBa obecneyeHUA HafEeXHOCTU CeTH
— Dual homing (Tonbko ESR-1000)
—VRRP v2,v3
— Tracking Ha ocHoBaHuM VRRP- nan SLA-TecTta
—YnpasneHue napametpamun VRRP
—YnpasneHue napametpamun PBR
—YnpasneHne aAMUHUCTPATUBHBIM CTaTyCOM
nHTepodelica
— AKTMBaUMA U AeaKTUBaALMA CTaTUYECKOro
mapLupyTa
— YnpasneHue atpnbytom AS-PATH u preference B
route-map
— banaHcmpoBska Harpysku Ha WAN-uHTepodeiicax,
nepeHanpas/ieHMe MOTOKOB AaHHbIX, MepeKatyYeHmne
npu OLEHKe KayecTsa KaHasna
— Pe3epBupoBaHue ceccuit firewall

MOHWUTOPUHT U yNpaBsieHUue

— MNopaep»KKa CTaHAAPTHbIX M pacwmpeHHbIXx SNIVIP
MIB, RMONv1

— BcTpoeHHbIl Zabbix agent

— AyTeHTUdUKaLMA No/Ib30BaTe/EN MO JIOKa/IbHOM base
cpeactsamm npotokonos RADIUS, TACACS+, LDAP

— 3awwmTa oT oWMBOK KOHPUIYpPUpPOBaHMUA,
aBTOMATMYECKOE BOCCTAHOB/IEHNE KOHPUTYpaALUK.
B03MOXKHOCTb cObpOoca KOHOUIypaLMKM K 3aBOACKMM
HaCTPOMKam

— NHTepdeiicbl ynpasneHus CLI

— MopgaepKa Syslog

— MOHUTOP UCNONb30BAHUA CUCTEMHbIX PECYPCOB

— Ping, traceroute (IPv4/IPv6), BbiBOA, MHPOPMaLMM O
NnaKeTax B KOHCONU

— O6HoBneHue MO, 3arpysKa u BbIrpyska
KoHourypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)

—MNopapepxka NTP

— Netflow v5/v9/v10 (akcnopt ctatuctmkmn URL ans
HTTP, host ana HTTPS)

— JlokanbHoOe ynpaBneHue Yepes KOHCObHbIN NopT RS-
232 (RJ-45)

— YaoaneHHoe ynpasnaeHue, npotokosbl Telnet, SSH
(IPv4/1Pv6)

— BbiBOA, MHPOPMaLMKM NO cepBucam/npoLeccam

— JlokanbHoe/ypaneHHoe COXpaHeHUe KOHGUrypaumi
MapLIpyTM3aTopa




CepBUCHbIe MapLupyTU3aTopbl cepumn ESR

TexHnueckoe onucaHue ._’\e LTex

KomnneKcHble peleHna ana nocTpoeHna ceTei

®DyHKUMOHaAbHbIE BO3MOXHOCTH (MPOAONKEHUE)

®DYHKLMM KOHTpOnsa SLA MPLS
— Eltex SLA —MopaepxKa npoTtokona LDP
OueHKa NnapameTpoB KaHa/I0B CBA3MU: — Nogaepskka L2VPN VPWS
— Delay (one-way/two-way) — Noagepka L2VPN VPLS Martini Mode
— litter (one-way/two-way) — Noaaepka L2VPN VPLS Kompella Mode
— Packet loss (one-way/two-way) — Moppaepskka L3VPN MP-BGP

— KoagpdunumeHT oinbok B nakeTax
— HapylweHue nocnesoBaTeIbHOCTM 4OCTABKM
nakeToB
— Wellink SLA (wiSLA)*

UHdopmaumsa anA 3akasa

CepsucHbIin maplupyTmsatop ESR-1000, 24x10/100/1000BASE-T, 2x10GBASE-R SFP+, 1xConsole (RJ-45),
ESR-1000 2xUSB 2.0, 1 cnot ana SD-KapT, 4 I'b RAM (8 I'b goctynHo no 3anpocy), 1 '6 NAND-Flash, 2 chota ana
mopayner nutaHusa 100-240 B AC nnn 36-72 B DC.

CepBucHbI maplupyTmsaTop ESR-1200, 4xCombo10/100/1000BASE-T/1000BASE-X, 8x10GBASE-R SFP+,
ESR-1200 12x10/100/1000BASE-T, 1xConsole (RJ-45), 2xUSB 2.0, 1 cnot gna SD-kapt, 4 6 RAM (8 I'b AoctynHo no
3anpocy), 1 '6 NAND-Flash, 2 chota ana moayneii nutaima 100-240 B AC uamn 36—72 B DC.

CepBuCHbI MapwpyTmsaTop ESR-1500, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X,
ESR-1500 4x10GBASE-R SFP+, 1xConsole (RJ-45), 1xO0B, 4 I'6 RAM, 1 T'b NAND-Flash, 2 cnota ana mogynei nutaHus
100-240 B AC unn 36—72 B DC.

CepBuCHbIN MappyTrsaTop ESR-1511, 4x10/100/1000BASE-T, 4xCombo 10/100/1000BASE-T/1000BASE-X,
ESR-1511 4Ax10GBASE-R SFP+, 2x40GBASE-X QSFP+, 1xConsole (RJ-45), 1x0O0B, 4 ['b RAM, 1 '6 NAND-Flash, 2 cnota
ans moaynen nutaHma 100-240 B AC unaum 36—72 B DC.

CepsucHbIt mapLupytnsatop ESR-3100, 8x10/100/1000BASE-T, 8x10GBASE-R SFP+, 1xConsole (RJ-45),

ESR-3100 2xUSB 3.0, 1 cnot ana SD-KapT, 16 ['b RAM, 4 Tb eMMC, 2 cnhota ana moayner nutaHusa 100-240 B AC naun
36-72 B DC.
ESR-1700 CepBuCHbIN MapLpyTrsaTop ESR-1700, 4xCombo 10/100/1000BASE-T/1000BASE-X, 8x10GBASE-R SFP+,

1xConsole (RJ-45), 1x0O0B, 32 I'b RAM, 2 cnota ana moayneu nutaHusa 176—264 B AC unn 3672 B DC.

BAOKM NUTaHUSA’

YcTpoucTBo Bbrok nutaHua AC Bnrok nutaHua DC

ESR-1000 PM160-220/12 PM100-48/12
ESR-1200 PM160-220/12 PM100-48/12
ESR-1500 PM160-220/12 PM160-48/12
ESR-1511 PM160-220/12 PM160-48/12
ESR-3100 PM160-220/12 PM160-48/12
ESR-1700 PM350-220/12 PM350-48/12

Habop ¢yHKLMit cooTBeTcTBYET Bepcmm MO 1.17.3
T AKTUBMPYETCA NINLLEH3MER
? 3aKa3blBaloTCA OTAENbHO

0 komnaHuu ELTEX

Mpegnpusatue «NITEKC» — Beaywmii pOCCUNCKUA pa3paboTymK U Npons-

‘ ﬁ dam BOAMUTENb KOMMYHUKALMOHHOrO obopyaoBaHua ¢ 30-neTHein nctopmei.
KOMNNEeKCHOCTb peLueHnii U BO3MOXKHOCTb MX 6eCLOBHOM MHTerpauum
B MHOPACTPYKTYPY 3aKasumKka — NPUOPUTETHOE HanpaBieHue pa3BUTUA
KOMMaHUU.
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